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ACTION REQUIRED/PROPOSED MOTION: Motion to approve the addition of Cyber Security Coverage to the 
Liability Coverage. 
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BUSINESS WITHOUT BARRIERS " 
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Quotation 



Frequently Asked Questions 

Do you have any questions about your insurance? The frequently asked questions below are here to help you make 
an informed decision. 

What is Cyber Liability Insurance? 

"Cyber" Liability is insurance coverage specifically designed to protect a business or organization from: 

• Liability claims involVing the unauthorized release of information for which the organization has a legal 
obligation to keep private 

• Liability claims alleging personal Injury and/or Intellectual property violations in a digital, online or social media 
environment 

• Liability claims alleging failures of computer security that result in deletion/alteration of data, transmission of 
malicious code, denial of service, etc. 

• Defense costs in State or Federal regulatory proceedings that involVe violations of privacy law; and 
• The provision of expert resources and monetary reimbursement to the Insured for the out-of-pocket (1st 

Party) expenses associated with the appropriate handling of the types of incidents listed above 

The term "Cyber" implies coverage only for incidents that involVe electronic hacking or online activities, when in 
fact this product is much broader, covering private data and communications in many different formats - paper, 
digital or otherwise. 

What does Privacy Llabillty cover? 

The Privacy Liability insuring agreement In our policy goes beyond providing liability protection for the Insured 
against the unauthorized release of Personally Identifiable Information (Pll), Protected Health Information (PHI), 
and corporate confidential information like most popular "Data Breachn policies. Rather, our policy provides true 
"Privacy" protection in that the definition of Privacy Breach includes violations of a person's right to privacy, 
publicity, etc. Because information lost in every data breach may not flt State or Federal- specific definitions of 
Pll or PHI, our policy broadens coverage to help fill these potentially costly gaps. This Is a key provision that truly 
sets the AJG Micro policy apart from others. 

What does Privacy Regulatory Claims Coverage cover? 

The Privacy Regulatory Claims Coverage insuring agreement provides coverage for both legal defense and the 
resulting fines/penalties emanating from a regulatory claim made against the Insured, alleging a privacy breach 
or a violation of a Federal, State, local or foreign statute or regulation with respect to privacy regulations. 



What does Security Breach Response Coverage cover? 

This 1st Party coverage reimburses an Insured for costs incurred In the event of a security breach of personal, 
non-public information of their customers or employees. Examples include: 

• The hiring of a public relations consultant to help avert or mitigate damage to the lnsured's brand 
• IT forensics, customer notification and 1st Party legal expenses to determine the lnsured's obligations under 

applicable Privacy Regulations 
• Credit monitoring expenses for affected customers 

Our policy can extend coverage even in instances where there is no legal duty to notify if the Insured feels that 
doing so will mitigate potential brand damage (such voluntary notification requires prior written consent). 

What does Security Liability cover? 

The Security Liability insuring agreement provides coverage for the Insured for allegations of a "Security 
Wrongful Act". Including: 

• The inability of a third-party, who is authorized to do so, to gain access to the lnsured's computer systems 
• The failure to prevent unauthorized access to or use of a computer system, and/or the failure to prevent false 

communications such as "phishing• that results in corruption, deletion of or damage to electronic data, theft 
of data and denial of service attacks against websites or computer systems of a third party 

• Protects against liability associated with the lnsured's failure to prevent transmission of malicious code from 
their computer system to a third party's computer system 

What does Multimedia Liability cover? 

The Multimedia Liability insuring agreement provides broad coverage against allegations that Include: 

• Defamation, libel, slander, emotional distress, invasion of lhe right to privacy, copyright and other forms of 
intellectual property infringement (patent excluded) in the course of the lnsured's communication of media 
content in electronic (website, social media, etc.) or non-electronic forms 

Other "Cyber" insurance policies often limit this coverage to content posted to the lnsured's website. Our policy 
extends what types of media are covered as well as the locations where this information resides. 

What does Cyber Extortion cover? 

The Cyber Extortion insuring agreement provides: 

• Expense and payments to a harmful third party to avert potential damage threatened against the Insured 
such as the introduction of malicious code, system interruption, data corruption or destruction or 
dissemination of personal or confidential corporate information. 



What does Business Income and Digital Asset Restoration cover? 

The Business Income and Digital Asset Restoration insuring agreement provides for lost earnings and expenses 
incurred because of a security compromise that leads to the failure or disruption of a computer system, or, an 
authorized third-party's inability to access a computer system. Restoration costs to restore or recreate digital 
(not hardware) assets to their pre-loss state are provided for as well. What's more, the definition of Computer 
System is broadened to include not only systems under the lnsured's direct control, but also systems under 
the control of a Service Provider with whom the Insured contracts to hold or process their digital assets. 

What is " PCl-DSS Assessment" coverage? 

The Payment Card Industry Data Security Standard (PCl-DSS) was established in 2006 through a collaboration 
of the major credit card brands as a means of bringing standardized security best practices for the secure 
processing of credit card transactions. There are six stated goals and 12 requirements that merchants and 
seNice providers must adhere to in order to be "PCI Compliant". The AJG Micro Cyber Policy can help offset 
the cost of damages and claim expenses that the Insured becomes legally obligated to pay for when there are 
violations of this agreement in the wake of a breach involving cardholder data. 

How is this policy better than other options in the marketplace? 

As with any Insurance policy, what sets our coverage apart lies in the definitions and exclusions in the policy. 
The AJG Micro Cyber Policy offers broader definitions of critical terms such as Privacy Breach, Computer 
System, and Media Content. These definitions, along with the absence of some industry-standard exclusions 
and a drastically streamlined application process, make this policy more comprehensive and easier to access 
than the typical cyber policy available from traditional sources. 

Isn't this already covered under most business insurance plans? 

The short answer is "No". While liability coverage for data breach and privacy claims has been found in limited 
instances through General Liability, Commercial Crime and some D&O policies, these forms were not intended 
to respond to the modem threats posed in today's 24/7 information environment. Where coverage has been 
afforded in the past. carriers (and the ISO) are taking great measures to include exclusionary language in form 
updates that make clear their intentions of not covering these threats. Additionally, even if coverage can be 
found in rare instances through other policies, they lack the expert resources and critical 1st Party coverages 
that help mitigate the financial, operational and reputational damages a data breach can Inflict on an 
organization. 

Are businesses required to carry this coverage? 

While there is presently no law that requires a business or organization to carry Cyber Liability, there is a national 
trend in business contracts for proof of this coverage. In addition, the SEC is encouraging disclosure of this 
coverage as a way of demonstrating sound information security risk management. Laws such as 
HIPAA-HITECH and Gramm-Leach-Bliley and state-specific data breach laws are continually driving demand as 
requirements for notification in the wake of a data breach become more expensive. 
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Do small businesses need this coverage? 

The Symantec 2014 Internet Security Threat Report reports that small businesses accounted for 30% of 
targeted spear-phishing attacks in 2013. In 2012, Verizon reported that approximately 40% of all data breaches 
that year occurred among companies with fewer than 100 employees. Even more alarming is the fact that 60% 
of companies that have been a victim of cyber-attacks are out of business within six months. While breaches 
involving public corporations and government entitles gamer the vast majority of headlines, it is the small 
business that can be most at risk. With lower information security budgets, limited personnel and greater 
system vulnerabilities, small businesses are increasingly at risk for a data breach. 

If e-commerce functions such as payment processing or data storage are outsourced, do I still need 
this coverage? 

The responsibility to notify customers of a data breach or legal liabilities associated with protecting customer 
data, remain the responsibility of the Insured. Generally speaking, business relationships exist between Insureds 
and their customers, not their customers and the back-office vendors the Insured uses to assist them in their 
operations. Outsourcing business critical functions such as payment processing, data storage, website hosting, 
etc. can help insulate Insureds from risk, however, the contractual agreement wording between Insureds, their 
customers and the vendors with whom they do business wil l govern the extent to which liability is assigned in 
specific incidents. 

What is the cost of not buying the coverage and self-insuring a data breach? 

The Ponemon Institute, a well-known research firm, publishes an annual "Cost of a Data Breach" report. In 
partnership with IBM, the 2014 report indicated that the average cost paid for each lost or stolen record is 
$201. These numbers are reflective of both the indirect expenses associated with a breach (time, effort and 
other organizational resources spent during the data breach resolution, customer chum, etc.). as well as direct 
expenses (customer notification, credit monrtoring, forensics, hiring a law firm, etc.). 

Because every breach is different, and the per-capita cost of a breach depends largely on the number of 
records compromised, it is helpful for small to mid-sized organizations to start with a lower number of 
$65/record, (the average direct costs associated with a breach in the Ponemon study) - multiply this number by 
the estimated number of records containing Pll, PHI or financial account information in the lnsured's control. By 
engaging in this simple exercise, businesses quickly understand the financial value of implementing cyber 
insurance as a risk transfer vehicle. More information can be found at www.0onemon.org. 

Who is the insurance carrier? 

The AJG Micro Cyber Policy Is wntten on an excess and surplus lines (non-admitted) basis on Uoyd's, London 
paper. The policy is secured equally through Barbican Consortium 9354, Brit Syndicate 2987 and Aegis 
Consortium 9937. The coverage has received AM Best's "A" (Excellent) rating and has the claims-paying 
stability of Uoyd's. 



Are taxes and fees in addition to the stated premium shown in the quote? 

Yes. The Insured will be responsible for paying state-specific surplus lines taxes and fees. These fees will be 
detailed specifically in the bill you receive from your broker. The premium indicated in the quotation is not 
inclusive of these taxes and fees, and the precise premium Onclusive of all taxes and fees) will be sent to you 
from your broker. 

What is the claims-handling process? 

Insureds have available a 24-hour data breach hotline to report incidents or even suspected incidents. Clyde & 
Co. is the designated legal firm in the US that has been contracted to triage initial notices in this regard. Your 
representative will receive notification of the incident as well. It is critical that you immediately report any and all 
incidents that you believe could give rise to a claim of any kind on this policy. 



Tl) is Certificate is is§_ued in acciordance with the limited authorization 
granted to the C responffent by cert"lin Underwriters at Lloyd's, London whose 
syndicate numbers ancJ.tt'ie PJOQPffiol'ls underwritten by them can be 
a~e'Ftained from the office of)h'e said,.~_Q!Jespondent (such Underwriters being 
hereinafte~called "Under'1,'"lters·) and in'Consideration of the premium specified 
herein. Ulide 1ters hereoy, bin~tbem elves,averally and not jointly, each for 
his own part and not one for ano er, 1¥leir EXecutors and Administrators. 

The Insured is e~uested to read thj: Certificate, and if it is not correct, 
re~urn it immediately to the Correspond6nt for appropriate alteration. 

Al( inquiries regarding this Certificate should e addi essed to the following 
Corresponoent: 

Tompraper 
The Walbrqok Bujlaing 
25 Walbrook 
London 
EC4N 8AW 

US SURPLUS LINES NOTICE 

This contract is subject to US state surplus lines requirements. It is the responsibility of the surplus lines broker 
to affix a surplus lines notice to the contract document before it is provided to the insured. In the event that the 
surplus lines notice is not affixed to the contract document the insured should contact the surplus lines broker. 

SLC-3 (USA) NMA2868 (24/08/00) amended. 
Form approved by Lloyd's Market Association 
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CERTIFICATE PROVISIONS 

1. 

2. 

3. 

4. 

5. 

6. 

Signature Required. This Certificate shall not be valid unless signed by the Correspondent on the attached 
Declaration Page. 

Correspondent Nfit Insurer. The Gorcespondent is not an Insurer hereunder and neither is nor shall be liable 
for >any loss or claim whatsoever. The ri;isurers hereunder are those Underwriters at Lloyd's, London whose 
syndicate numbers-can be ascertained as hereinbefore set forth. As used in this Certificate "Underwriters· shall 
be deemed to incluae incorporated as well as unincorporated persons or entities that are Underwriters at 
U6yef's.r Lon.don. 

Cancellation. If this Certi~te pr~es for cancellation and this Certificate is cancelled after the inception 
date, e°if ~ premium must be p8i9 for the tirJle the insurance has been in force. 

Service of Suit. It i~greed that in ~e even of the f~I~ of Underwriters to pay any amount claimed to be 
due hereunder, U.,ooerwriters, at the request of ~Insured will submit to the jurisdiction of a Court of 
competent jurisd iction w in the United States Nothing in \his Clause constitutes or should be understood to 
constitute a waiver of Underwriters' rights to oommence a action in any Court of competent jurisdiction in the 
United States, to remove an actip,_n to a Unit~tates Dlstnct COOrt. or to seek a transfer of a case to another 
Court as pe itted by the laws of the United States o o(ar:J State rn the United States. It is further agreed that 
service of process in such suit ~ay e made upon the destQnee nam~ the schedule and that in any suit 
insti ted against any one of them upon this contract, Un erwriters will ao1de by the final decision of such 
Court or: of"anyfAppellate Court in the ete of an appeal. 

The above-n~ an~ authorized and ~rected to accept se~I of proGeSS on ~alf of Underwriters in any 
such suit and/or upon request of the lnsureq to..@1ve a writte·~~~~to ttie.)nstred t a they will enter a 
general appearanee ~n UQderwriters' behalf 1n:;_the event such a suit shal~be instituted 

Further, pursuant to any statute of any state, territory or district of the UnitE}Q States w1'ch makes provision 
therefore, Underwriters here6y designate the Superint~d;nt. Commissionel or Director of Insurance or other 
officer specified for that purpose in q;e st9tute, or his Stfcc~sor Of successofs in ottpJ. as their true and lawful 
attorney upon whom may be served any lawtulprocess in'any..ag_t1on, suit or proceedJhg instituted.by or on 
behalf of the Insured or any beneficiary liereunHer arising out:.o f~coQfract of insu ce, and he~by 
designate the above-mentioned as the perspn b whom the saicio~r j s authorized to mails e11' ~ocess or a 
true copy thereof. 

Assignment. This Certificate shall not be assigr,ed ei h/rin whole or in part without the written consent 9} the 
Correspondent endorsed hereon. 

Attached Conditions Incorporated. This Certificate ls rnacle a"'nd accepted subject'to all the provisions, 
conditions and warranties set forth herein, attached or endorsed. all of which are to be co,nsidered as 
incorporated herein. 



Declaration Page 

This policy has been issued in consideration of the information provided by the insured and documented in 
Statement of Fact number S-50006615/1. 

SECURITY: 

• 
CERTIFICATE NU~BER: 

AUTHORITY REFERENCE 
NUMBER: 

INSURED: 

ADDRESS: 

POLICY PER(OD: 

LIMIT OF LIABILITY: 

Barbican Consortium 9354 33.34% 
(B~ 1955 82.5% I ANV 186117.5%) 
Brit Syndicate 2987 33.33% 
Aegis Consortium 9937 33.33% 
(AES 1225 55.00% I AUL 127 4 18. 75% I AUW 609 12.50% I CNP 4444 

.;, .40% I CNP 958 1 .85% I ARG 2121 4 .50%) 

a6otation Nurnber RPS-Q-50006615/1 

1262Fl0655? 14 

Woodbury County 

620 Douglas Stceet, Suite #701 
Sioux City Iowa 511 O~ 

Government 

FROM: May 18, .2015 
TO: May 18, 20j 6 
Both Days at 12:01 am at Local Standard 1me at the address of Insured as 
shown above 

A $1,000,000 - in the Eacfi af{d Every Claim Qncluding Claims Expenses) 
8. $1,000,000 - in the Ag'gregate Oncluding Claims Expenses) 

and sublimited as follows: 

Coverage A - !ffivacy ~ability (lncluoing Employee Privacy) 
$1,000,000in 1he ~ggregate includinif,claims expenses Cov~rage 

Coverage B - Priv'\cy ~ij.ulatory Claims Coverage 
$1,000,000 in the aggrwa\e including clalmS"expenses 

Coverage C - Security breach'REfSWnse Coverage 
$1,000,000 in the aggre1°9ate incruding claims expenses 

Coverage D - Security liability 
$1,000,000 in the aggregate including claims expenses 

Coverage E - Multimedia liability 
$1,000,000 in the aggrega1e including claims expenses 

Coverage F - Cyber Extortion 
$1,000,000 in the aggregate including claims expenses 

Coverage G - Business Income and Digital Asset Restoration 
G 1. $1,000,000 in the aggregate including claims expenses 
G2. $1,000,000 in the aggregate including claims expenses 

Coverage H - PCI DSS Assessment 
$100,000 in the aggregate including claims expenses 
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RETENTION 
(including claims expenses): 

PREMIUM: 

RETROACTIVE DATE: 

NOTICE OF CLAIM: 

NOTICE OF ELECTION: 

SERVICE OF SUIT: 

Coverage A - Privacy Liability (Including Employee Privacy) 
$10,000 each claim 

Coverage 8 - Privacy Regulatory Claims Coverage 
$10,000 each regulatory claim 

Coverage C - Security breach Response Coverage 
$ ,000 each security breach 

<!:overage E - Multimedia Liability 
$10,000 each claim 

C3overagef, - Cyber Extortion 
10,000 each claim 

Coverage G - Business ircome and Digital Asset Restoration 
G1. $10,qQg each claim( 12 hrs waiting period 
G2. $10,000 each clai 7 12 hrs waiting period 

Coverage H - PCI OSS Ass 
$10,000 each claim 

$7,439 
Does not include applicab 

Worldwide 

05/18/2015 

Cfyde & Co. US LLP 
101 Secood Street, 24tt1 Floor 
San Franci~ CA 94105 
USA 
joan.aambrosio@clydeco.us 
24 Hour Security B,(each Hotline: 1-855;;217-5204 

RPS Executive Lines 
550 W. Van Buren 
Suite 1200 
Chicago, IL 60607 
USA 

Risk Situated in California: 
Eileen Ridley 
FLWA Service Corp. 
c/o Foley & Lardner LLP 
555 California Street, Suite 1700, San Francisco, CA 94104-1520 

Risks Situated in All Other States: 
Mendes & Mount 
750 Seventh Avenue, New York, NY 10019 

CHOICE OF LAW: New York 



ENDORSEMENTS EFFECTIVE AT 
INCEPTION: 

NMA 45 Short Rate Cancellation Endorsement (USA) 
NMA 1256 Nuclear Incident Exclusion 
NMA 14 77 Radioactive Contamination Exclusion 
LSW 1001 Several Liability Clause 
LSW 3001 Premium Payment Clause 
LMA 3100 Sanction Limitation and Exclusion Clause 

It is understood and agree<:! tliat any reference to 'Policy' in the attached wording shall be deemed to read 
' Certjfi~e' . 

Dated: 1~ay 2015 
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AJG Micro Cyber Wording 
Edition: 1 July 2014 

~ 
NgT(CE: J HIS POLIO S LIMITED TO t;.IABILITY FOR CLAIMS THAT ARE FIRST MADE AGAINST YOU AND 
NOTIFIED TO US DURING T~E POLIC PERIOD AS REQUIRED. CLAIM EXPENSES SHALL REDUCE THE 
APPLICABC.E L MITS O!; LIABILII'l~ND ARE SUBJECT TO THE APPLICABLE RETENTION(S). TERMS 
THAT A~4~ IN BOLD F.(CE TYPE ~~E'§PECIAL MEANINGS. SEE THE DEFINITIONS FOR MORE 
INFORMAl'tON. ~LEASE READ THIS POLICY CA EFULLY. 

POLICY FORM 

In consideration of the payment of the premium a d-reliance upon the statements made by You in the Application 
and subject totlie Limit of Liability, exclusions, conaitions ~ncf other temis of this Policy, it is agreed as follows: 

I. COVERAGES 

A. PRIVACY l:IABICITY (INCLUDING EMPL.:OYEE PRIVACY) 

We shall pay on Your oeRalf damages and claim expenses that Yo ~ecome)e9'ally obligated to pay in 
excess of the appliCable;etention resulting from a craim first made against You and reported to Us during 
the policy period or extended reli!orting periodjsing. out of a prfv~cy wrongful act on or after the 
Retroactive Date and before ne 1 of the policy period: arming anfthird RartYor emplOyee. 

8 . PRIVACY REGULATORY GlAIMS COV ERAGE 

We shall pay on Your behalf regu atory fines, consumer redress funds and claim.expenses that You 
become legally obligated to pay in excess of the a~licable rete~1on restfting from a regula r;JY, claim fir5' 
made against You and reported to Us dur.ing thalolicy period or eXtended reporting P-enod arising out 
of a privacy wrongful act on or after the Retroactive Date and before the end of the policy period. 

C. SECURITY BREACH RESPONSE COVERAGff"' 

We shall reimburse Your Organization for Crisis Mana~e t Costs and Breach es~nse costs in 
excess of the applicable retention that Your Organization in~rs;ir the event of"a security breach with 
respect to personal, non-public information of Your custo~s or'employees. 

We will not make any payment under this Coverage unless the security breach first occ~n or after the 
Retroactive Date and before the end of the policy period and You first learn of the security breac 
within the policy period and report the security breach to Us as soon as practicable within tt[e.policy 
period. 

D. SECURITY LIABILITY 

We shall pay on Your behalf damages and claim expenses that You become legally obligated to pay in 
excess of the applicable retention resulting from a claim first made against You and reported to Us during 
the policy period or extended reporting period arising out of a security wrongful act on or after the 
Retroactive Date and before the end of the policy period. 
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E. MUL Tl MEDIA LIABILITY 

We shall pay on Your behalf damages and claim expenses that You become legally obligated to pay in 
excess of the applicabfsreten~n resulting from a c laim first made against You and reported to Us during 
the policy period or extended reporting period arising out of a multimedia wrongful act on or after the 
Retroactive Date and before ffie end of the policy period. 

F. CYBER EXTORTION 

G. 

1. We s~I pay th,e Business Income Loss that Your Organization sustains during a Period of 
Restoratiori (esulting directiy from a Network Disruption that commences during the Policy 
period, b\Jt only if the duration of ch Peria () R oration exceeds the waiting period set forth in 
the Policy and sucp Network DisruQtion !..~ sol d directly from a Security Compromise 
tha commenced on or after the Retroactiveoate> 

2. We shall reimburse Your:Organization for the R oration-Costs that Your Organization incurs 
becal,lSe of the alteration, des1ruc ion, damag r Loss ofDigit~~ssets that commences during 
t1fe F'ohcy period resulting so)IY and directly from~~R!Y Co)flpromise, but only if such 
Securitt Compromise commenced on or after th j Retroa~ve Dat . 

H. PCI DSS ASSESSMENT 

We shall pay on Your be)alf damages and claim expenses that You t5eco~e~ally obligated to pay in 
excess of the apphcable retenti9_!.gesulting from a PCI DSS Assess nt ~r~ad~l.! You and 
reported to Us during the policy period or extend reporting period arising out' of a wrongful act on 
or after the Retroactive Date aQd,.before the end of the P.O • y period 

11. DEFENSE, SETILEMENT, AND IN\lESTIGATION OF CLAIMS 

A. We shall have the right and duty to defend, su~ect to the applicaol~olicy aggregate limit and 
applicable sublimits of liability, exclusions aria other terms and conditions of this Policy, any claim 
against You seeking damages which are payabJe undbr ttie terms of tW,s Policy, even if any of the 
allegations of the claim are groundless, false, or fraudulent and We shall have the right to appoint defense 
counsel. 

We agree that You may settle any claim where the damages and claim expenses do ot exceed 50% 
of the Retention, provided the entire claim is resolved and YotJ;receive a full release from all claurants. 

We shall have the right to make any investigation We deem necessary, including, without limifution. any 
investigation with respect to the Application and statements made in the Application and ~th respect to 
coverage. 

The applicable policy aggregate limit and sublimits of liability available to pay damages and losses 
shall be reduced and may be completely exhausted by payment of claim expenses. Damages, losses 
and claim expenses shall be applied against the applicable retention You pay. 
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B. If You refuse to consent to a settlement or compromise We recommend and acceptable to the claimant 
and elect to contest the claim, then: 

c. 

1 . Subject to the appllca51e limit of liability, our liability for any damages and claim expenses shall not 
exceed: 

2. 

a. 

b. 

the ~ount for whichihe claim could have been settled, plus the claim expenses incurred 
prior to the date of sciCJl refusal; and 
fifty Qe cent (50%) 6f)fle damages and claim expenses in excess of the amount in a. above 
incurre ins,uet(glaim; P[S!Vided that You bear the remaining 50% of the damages and claim 
expenses in e~ss ofi e amount in a. above incurred in such Claim uninsured and at Your 
own risk; aQ9 

We shall have the right.,to w~ 
the def~se to You. 

ram the further defense of such Claim by tendering control of 

111. TERRITORY 

IV. EXCLUSIONS 

The coverage under this Policy shall not apply to any Damages, Claim expenses 011 Loss incurred with 
respect to any Claim, or any Crisis Management Costs B each response costs or other amounts, arising 
out of or resulting, directly or indirectly, from: 

A. Bodily injury or property damage; 

B. Your employment practices or any alleged or actual discri~on against any person-Or entify on any 
basis, including without limitation, race, creed, color, religion, ethnic background, national origin; age, 
handicap, disability, sex, sexual orientation, or pregnancy; 

C. The failure, malfunction or inadequacy of any satellite; any electrical or mechanical failure and/or 
interruption, including but not limited to electrical disturbance, spike, brownout or blackout; or any outage 
to gas, water, telephone, cable, telecommunications or other infrastructure, unless such infrastructure is 
under Your operational control; however this exclusion shall not apply to any Privacy Wrongful Act that 
is caused by such electrical or mechanical failure or that is caused by such failure of telephone lines, data 
transmission lines or other infrastructure comprising or supporting the Internet; 

D. Fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, landslide, 
hail, an act of God or any other physical event, however caused; 



E. Breach of any express, implied, actual or constructive contract, agreement, warranty, guarantee or 
promise, provided, however, this exclusion shall not apply to: 

1. 
2. 
3. 

any liability J! <?6llgation x~u would have in the absence of such contract or agreement; 
any breacM 9f Your privacy~tatement; or 
any inderrnlty by You in a written contract or agreement with Your client regarding any Privacy 
wrongful act or Security wrongful act by You in failing to preserve the confidentiality or privacy of 
personc!I iflformation of customers of Your client; 

F". AnY of the following! 

1. 

2. 

3. 

4. 

Purchase, sale, offer ouoN>Ol~i ation of an offer t0~tilase or sell securitieS, or allege(j or actual 
violation of any securitiesjaw. i9crud'ing but not ~mite&to the provisions o~~e Securi~~ Act of 1933, 
or the Securities Exchange Acf of 19B4, as amendecf. the ,?.arbanes-Oxley .A:ct of 2002?'or any 
regulation promulgated under the foregoing statutes, or ~y fede~I state, local-0rforeign fawssimilar 
to the foregoing statutes (including "Blue j y" laws}, whether such law is statutory, regyiafory or 
common law; 
Alleged or actual violation of the Organize . Crj,(ne Control Act of 1970 (cor:\lmonly known as 
"Racketeer Influenced And Corrupt Organ~ti@s4:'ct" or "RICO"}, ,as amended, or any regulation 
promulgated thereunder, or any federal, state, ~a~or foreign law similar to the foregoing s1atute. 
whether such law is statutory, regulatory or comman ~; 
Alleged or actual violation of the responsibilities1~fgatiops or duties imposed upon fiduciaries by the 
Employee Retirement Income Security Act of 1974, as a~eoded; 
Alleged or actual anti-trust violations, restraint of tradef. ~(. !j.hfair competition, inclU£1ing, witheut 
limitation, violations of the Sherman Act, the Clayton Act or the Robinson-Patman Act, or any other 
federal, state, local, or foreign laws regulating the same or similar conduct; provided.~o~ever, this 
exclusion H.4 shall not apply to a claim for a multimedia wrongful act or regulatory claim ; 

H. Any Act of terrorism; strike or similar labor action, war, invasion, act of foreign enemy, hostilities or 
warlike operations (whether declared or not), civil war, mutiny, civil commotion assuming the proportions 
of or amounting to a popular rising, military rising, insurrection, rebellion, revolution, military or usurped 
power, or any action taken to hinder or defend against these actions; including all amounts, damages, or 
claim expenses of whatsoever nature directly or indirectly caused by, resulting from or in connection with 
any action taken in controll ing, preventing, suppressing, or in any way relating to the above; however, if 
We allege that by reason of this exclusion any Damages or Claim expenses are not covered by this 
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Policy, the burden of proving the contrary shall be upon You. However this exclusion does not apply to 
acts perpetuated electronically. 

I. Any of the following: 

J. 

1 . 

'2. 

3. 

Any circ~':'J.stance occurri11g, or act, error, or omission committed , prior to the inception date of this 
policy, <j! U this is a renewal to the first date of coverage granted by insurers, that you knew, or could 
have reasonably foreseenMat such circumstance or Wrongful Act would be the basis of a Claim; 
Any claim vr clrcumstarJGEYpreviously notified to a prior insurer that could reasonably be expected to 
be) the typ\..0~1&_pro1. oss..iovered by this Policy; or 
Any circumstance occurri9g, of act, error, or omission committed prior to the Retroactive date; 

An~ criwinal, dishonest, intr£lional viol~~ of the law, unfair or deceptive business practice, fraudulent or 
mal1eious act, err6r or omis§B~ co~ eCJ by You with actual criminal, dishonest, fraudulent or malicious 
purpose or intent; provided,ho'"weve t is ~xcrusi n.shall not apply to: 

1. 

2. 

K. Any claim made by or o/1 behalf of: 

1. 

2. 

any person or entity within the definition of Yoo agajnst any other lnsyr-e"d person or entity within the 
definition of You provided tQis exclusion shall not aR~Jo ar;i otherwise covered Claim under 
Coverage A made by a Gurrentro~rrrer employe~ 0fY2ur Organization; or 
Any entity which: 

a. Is operated, managed, or controllecj QY You or in wefc#You ave an ownership jnterest in 
excess of 15% or in which You are~officer or directo ; or. 

b. Operates, controls, or manages our 0rganization, or tias an owner_ship interest of more tnan 
15% in Your Organization; 

L. Your activities as a trustee, partner, officer, direc O\ or employee of any employee trust, charitable 
organization, corporation, company or business other tl:iao- our Organization) 

M. Any alleged or actual infringement or violation of patent rignls 1 misappropriation, theft.1 cowj(lg, display 
or publication of any trade secret by, or with active cooperal1on, participation, or assistanqe of, ou, any 
of Your former employees, subsidiaries, directors. officers, partners, trustees, or any of'Y~,r 
su.ccessors or assignees; or 

N. Any trading losses or trading liabilities; the monetary value of any electronic fund transfers or transactions 
by or on behalf of You which is lost, diminished, or damaged during transfer from, into or between 
accounts; or the face value of coupons, price discounts, prizes, awards, or any other valuable 
consideration given in excess of the total contracted or expected amount. 

With respect to Insuring Coverage G only this Policy does not apply to any Loss arising out of. or resulting, 
directly or indirectly, from: 
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0. Any costs of updating, upgrading or remediation of Your Computer systems or Your Digital Assets; 
provided, however, this exclusion shall not apply to Restoration Costs otherwise covered under 
Coverage G.2.; 

P. Any failure of: 

1. 
2 
3. 

Teleph0f10' lines; 
Data trB{_lS{Tlission lines o~Yi}reless communications connection; or 
Other tefecornmunications equipment, facilities or electronic infrastructure, including equipment, 
facilities ori frastructuryoihat s~ports the operation of computer networks, including the internet, 
which are Used to trirhsmit or receive voice or data communications and which are not under Your 
ctt ect operational contra or;' if applicable, not under the direct operational control of Your Service 
Provider; 

Q. Any seizure, confiscation, natfonalization, or dest ction of, or damage to or Loss of Use of any digital 
asset or Your Computer systems by ocder of any go ernmental authority; 

R. 

S. 

T. 

Ordinary wear and tear, gradual deterio(3 ion of or faH re to maintain Digital Assets or Computer 
systems on which Digital Assets are processed stored, w ether owned by You or others; 

The physical Loss of, damage to or destruction of tan_.9i le prqperty, including the Loss of use thereof; 
provided, however, "tangible property" does not i~i!de Digital Assets, but does include all computer 
hardware; 

Any form otthird party liability or other legaj_liability, inc1u8l.Qg but f}Ot l~ted to,~ny lawsuits, claims or 
demands by any t~ rd party, employee, o~er: director or partner· 

V. DEFINITIONS 

A. Act of terrorism means: 

1. 

2. 

3. 

any act certified an Act of terrorism pursuant to the eeferal Terrorism Risk Insurance Act of 2002 or 
otherwise declared an Act oftecrorism by any governmen ; 
any act committed by any person or group o!,9ersons des1gria1ec1 by any governmec::it1s a terrorist 
or terrorist group or any act committed by anY person or gr~f persons acting on l:iehalf of or in 
connection with any organization des)9nated by any government as a terrorist organization; or 
the Use of force or violence and/or the threat thereof by any person or group of persons, whether 
acting alone or on behalf of or in connection wit a2J organization or government, committed for 
political, religious, ideological, or similar purpo!es • .Jri~).ydfng the intention to influence any government 
and/or put the public, or any section of the public, rrrfear 

B. Application means all applications, including any attachments t ereto, and all other inforrpation and 
materials submitted by You or on Your behalf to Us in connection with the underwriting o this Policy. All 
such applications, attachments, information and materials are deemed attached to and incorporated into 
this Policy. 

C. Bodily injury means injury to the body, sickness. or disease sustained by any person, and where resulting 
from such injuries, mental anguish, mental injury, shock, humiliation, emotional distress, loss of 
consortium, or death. 

D. Breach response costs means the following fees, costs, charges or expenses, if reasonable and 
necessary, that You incur in responding to a security breach during the period of twelve (12) months 
after You first learn of such security breach: 



1. 

2. 

4. 

computer forensic professional fees and expenses to determine the cause and extent of such 
security breach; 
costs to notify custo~s or employees affected or reasonably believed to be affected by such 
security breach fnc!Udin~ printing costs, publishing costs, postage expenses, call center costs or 
costs of no~cation via pfi&ie or e-mail; 
legal fee~ ~nd expenses tJdetermine whether You are obligated under applicable Privacy 
Regulatk>ns to notify appUcable regulatory agencies or customers or employees affected or 
reasona'o~ believed to b affected by such security breach, effect compliance with any applicable 
Privacy Reg,ulations draft the text of privacy notifications to customers or employees affected or 
reasonably be119Ved to f:)e ;p.ected by such security breach, and coordinate the investigation of 
sue~ security ore.ach; O(. 
credit monitoring expenses 

(a) You provide an opinion from legal ~unsel that u Were obligated under applicable Privacy 
Regulation to not~applicable r~Watory a~ies or oostomers or employees affected or 
reasonably believed lo be affected ~ ~riw.~94ch of such security breach; or 

(b) Yo;) voluntarily incur witti Our prior written con~t S'Gch Breach response costs (including credit 
monitoring expenses) sue as in a jurisdictiC?gVJhere You h~o obligation to notify applicable 
regulatory agencies or custoniers or employees affected or reaso ably believed to be affected by 
suct'i security breach ofsilrh security breach. 

E. Business Income l oss means: 

1 . Earnings Loss; and/or 
2. Expenses Loss. 

Business Income Loss does not include: 

1) 
2) 

3) 

4) 
5) 
6) 

any contractual penalties; 
any costs or expenses incurred to upgate, ~ggrade, replace, restore or otherwise im!)rove any 
Computer system to a level beyond tha wm~h existed prior to a Network Disruption; 
any costs or expenses incurred to iden 'rf1. re,ve or remediate c~pute~program errors or 
vulnerabilities, or costs to update, upgrade, re ae-'e restore, maintain or othecw~e improve any 
Computer system; or 
any legal costs or expenses or Loss arising o t liability to a~ third party; + 
any Loss incurred as a result of unfavorable bus ness c6ndibons; or 
any other consequential Loss or damage. 

F. Claim means: 

1. A written demand received by You for money or services, including the service of a civil-suit-Or 
institution of arbitration proceedings; 

2. Initiation of a civil suit against You seeking injunctive relief (meaning a temporary restraining order or a 
preliminary or permanent injunction); or 

3. Solely with respect to Coverage B., a regulatory claim made against You. 
4. A PCI DSS Assessment 

Multiple claims arising from the same or a series of related or repeated acts, errors, or omissions or from 
any continuing acts, errors, or omissions shall be considered a single claim for the purposes of this policy, 
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irrespective of the number of claimants or You involved in the claim. All such c laims shall be deemed to 
have been made at the time of the first such claim was made or deemed made under Section IX.A. 

G. Claim expenses means:,, 

H. 

I. 

J. 

K. 

L. 

1 . reasonable and necessary fees charged in the defense or settlement of a Claim by an attorney 
whom We designate or woom You designate with our prior written consent, such consent not to be 
unreasdRably withheld; aocf. 

2. all other~ costs an ~enses resulting from the investigation, adjustment, defense and appeal of 
a claim, ifl~rreq~ U or bY You with Our prior written consent; however, c laim expenses do 
not include Yo41 ove~ead expenses or any salaries, wages, fees, or benefits of Your employees for 
any life spent 1n coop~ting in the j.e ense or investigation of any claim or circumstance that might 
lead to a claim. 

Computer ~stem means e~tron , wireJ.ess web or similar systems (including all hardware and 
software) l(Sed ta process data or. "nforn;ia~n in an analog, digital, electronic or wireless format, including 
computer pr~a"ls, electronic data, 01?5ating syst s, and co;iiponents thereof, including but not 
limited to laptops, person~ digital assis ts, celltjaF: ho es.f1edia storage and peripheral devices, 
rl}edia.lil:;>raries, associa).ed input and ouf de,v~. ne~ equipment, and electronic backup 
equipm~t. With respect to suring Coverage GOnly COffiput~r System means a Computer System, 
over whibh You have direct operational control or ~1s undefthe Clirect operational control of a Service 
Provider, used to process, mainta1h orstore Your Digital Assets. 

Consumer J§dress funds meaniany sums of money You are legal!VJ€quired to deposit in a fund for the 
paymento'f'Co,n,sumer c laims dulto a settle ent of, or an aqverse f~dgment in, a R~ulatory Claim. 

Credit monitoring ~peu_ses means ttie 'f?.Sonable and necessary ~nse of providing free credit 
report, identity theff protection services, credit moriif'oring services, crlait fre~esr'fiealthcare fraud 
monitoring services, f"8ud alerts or call center serviC!"es for customers affectea or r~ly believed to 
be affected by a security breach; pi;ovided, how"e<we..s~all not be oo'iigateg to eimb rse You for 
more than one (1) year of credit mon~or" g services o(ide.,o.tify theft protection services for customers who 
are at least eighteen (18) years okfun ess ere is a rO're, reguJafion, court ruling, fequirement by a 
regulator or statutory requiremen~ equirj g otherwise. 

Crisis Management Costs means any reasonable and necess8.{Y fee and expenses You inc6r with Our 
prior written consent to employ a public relations ~nsultant to ave or mitigate any materla(damage to 
any of Your.brands due to a newsworth/ eve t t~as arisen due to a security breach or a clai~or 
regulatory claim for a privacy w rongful ac , r~ardless of whether the e;<penses are incurred pnor or 
subsequent to any such claim or regulatory claiQ1 Being made agains You. 

Cyber-extortion threat means a credible threat or connected series of threats made by someone other 
than a director, trustee or partner of Your Organization: 

1. to introduce Malicious Code into Your Computer system; 
2. to interrupt Your Computer system or interrupt access to Your Computer system, such as 

through a denial of service attack; 
3. to corrupt, damage or destroy Your Computer system; or 
4. to disseminate, divulge, or improperly utilize any personal or confidential corporate information 

residing on Your Computer systems taken as a result of a Network Disruption. 

M. Cyber-extortion payment means any sum paid to or at the direction of any third party that You 
reasonably believe to be responsible for a Cyber-extortion threat; provided that: 

1. You obtain Our written consent prior to making such Cyber-extortion payment; 
2. You make such Cyber-extortion payment to terminate the Cyber-extortion threat; and 
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3. the Cyber-extortion payment does not exceed the amount We reasonably believe would have been 
incurred had such Cyber-extortion payment not been made. 

N. Cyber-extortion exeenses means the reasonable and necessary expenses You incur with Our approval 
in evaluating apd responding to a Cyber-extortion threat. However, Cyber-extortion expenses do not 
include Your overhead expens1S or any salaries. wages, fees, or benefits of Your employees. 

0. Damages means: 

P. 

Q. 

R. 

S. 

1. Solely with respec~ lo CoVerages A, D and E, a monetary judgment, award or settlement, including: 

2. 
3. 

a. 
b 

c. 

Damages shall not include or mea;: 

1. Your fut]re profits, restitution, or disgorgement of profits; o.our. eost to co;nply with any order 
granting 'f.pjunctive or non-monetary relief, including'spficific mance, or any agreement to 
provide ~{Jch relief; 

2. Your refurn or offSet of fees, charg~ royalties, or commlssfons for goods or services already 
provided or cqntracted to be providea; 

3. Fines or penalties of any nature, except Regulatory fines, Consumer redress funds and PCI DSS 
Assessments as identified above; 

4. Any amount You are not fi~cfa.lly or legally obljgated to pay; 
5. Multiple damages; 
6. Any donations or contributio to a11 charitable orgfn"izat10 ; or 
7. Matters that may be deemed uninsurable under the law pursuant to which this PoJicy may be 

construed. 

Denial of Service Attack means inability of a third' garty to gain access to Your Computer systems 
through the Internet due to unauthorized attaCks or'deliberate overloadi~ of bandwith connections 
and/or web servers by means of the sending o uo~iti~ quantities <J r~ ea or irrelevant 
communication or data with the intent of blocking C\CCesS to the Computer sy em by third parties 

Digital Assets means any electronic data, including person~ i?,entifiable, non- ublic infoqnation, or 
computer software over which You have direct control or tSr ~ich such control has been contractually 
assigned by Your Organization to a Service Provider. Digital Assets do not include corpputer hardware 
of any kind. 

Earnings Loss means the difference between the revenue that Your Organization would have earned, 
based on reasonable projections and the variable costs that would have been incurred, but w1iich Your 
Organization would have saved as a result of not earning that revenue. 

Employee means any individual in Your Organization's service, including any part-time, seasonal. and 
temporary employee, who is compensated by salary, wages, fees or commissions and over whom You 
have the right to direct and control, but excluding any partner or director of Your Organization. 



T. Expenses Loss means the additional expenses Your Organization incurred to minimize the suspension 
of business and to continue operations during the Period of Restoration that are over and above the 
cost that Your Organizat'on reasonably and necessarily would have incurred to conduct Your business 
had no Network OiSrup o~O<furred. These additional expenses do not include any Restoration Costs 
~r any actual, ;:~onable and *essary expenses You incur in response to a Network Disruption in 
order to prevent , minimize or mitigate any further damage to Your Digital Assets. minimize the duration 
of a Netwonl Disruption or preserve critical evidence of any wrongdoing. 

U. Extended reporting period nieans the period of time after the end of the policy period for reporting 
claims as proviCied in Section VIII. of his Policy. 

V. Jritra'l_et n:ieans a pr~e c~gufer netw~ inside a company or organization that Uses the same kinds of 
softWare found on the Internet, but only for internal Use. 

W. Internet means the worldwide-publle etworn ofco~uter networks which enables the transmission of 
electronic ~ between differentl'Users, commonly referred to as the internet , including a private 
communicatioris ~etwork existing within a shared or public network platform. 

X. Loss(es) means: 

Y. 

z. 

AA. 

i. Business Income Loss; 
2. Restoration Costs; and 
3. CY.her-extortion payments and Cyber-extortlon expenses. 

All Losses ar,J?.iCg from the same or related underlying facts, cirg.imj tances, sitaations. transactions or 
events or rela ed Security Compromises s~lt be deemecf a single Loss. 

Malicious code means any unauthorized"'and corrupting or harmful ~mputer ~i:1e, including but not 
limited to computer viruses, spyware, Trojan horses, WOLms, logic bombs, anB mutations of any of the 
proceeding. 

Media content means data, digital code, ~mages. graQh1cs; sounds, text or any other similar material. 

Multimedia wrongful act mean\any of the following acts committeq,_in the ordinary course ?J Your 
Organization's business in gathering, communicating, reproducyig. publishing, disseminatin~ displaying, 
releasing, transmitting or disclosing Media cont!l!l! via any ComeuteJ system that You own or operate 
or is operated on Your behalf by a third patty~Cfuding any web-t5ased so~I media authorized or 
operated by Your Organization or any intemet,qr Intranet website, or via any non-electronic media~ 

1. defamation, libel, slander, product disparaJemenl, trade libel, infliction o emotional distress, outrage, 
outrageous conduct, or other tort related to disparagement or harm to the reputation or character of 
any person or organization; 

2. invasion of or interference 11Yith the right to privacy or publidty; 
3. false arrest, detention or imprisonment or malicious proseeution; 
4. infringement of any right to private occupancy, including trespass, wrongful entry, e1Jftion o~ 

eavesdropping; 
5. infringement of copyright. domain name, trade dress. title or slogan, or the dilution or i(lfringement of 

trademark, service mark, service name or trade name; 
6. plagiarism, piracy or misappropriation of ideas; or 
7. liability regarding any Media Content for which You are responsible; 

provided always that any Multimedia wrongful act was committed or alleged to have been committed by 
You, or any person for whom or entity for which You are legally responsible, including an independent 
contractor or outsourcing organization. 



BB. Newsworthy event means an event that has been caused by a claim or security breach within one of 
the coverages which You have purchased, that has been publicized through any media channel, including 
television, print medi(!,..i;~or electronic networks, the Internet. and/or electronic mail. 

CC. Network Disrup~on means any of the following events: 

DD. 

EE. 

FF. 

GG. 

HH. 

II. 

1. A detecfatDle failure, interruption or degradation of the operation of Your Computer system; or 
2, The den_~I. restriction or J indrance of access to or Use of Your Computer system or Your Digital 

Assets 5y a~ P,arty wjl? otherwise authorized to have access. 

o{ e than one such e¥0f'lt th aSfesul(s from the same or related underlying facts, circumstances, 
situatiqns. transactions. or Securi y Compromises shall be considered a single Network Disruption 
whfch' bommences on the date of the earlies of such events. 

Privacy breach means a comm~~law bfeach of confia~ceiJnfringement, or vio.f tion of any rights to 
privacy, including but not limited .~,breach of Your privacy: st~ent breach ofa, arson's rigl'lt o 
publicity, false light, intrusion upon a person's seclusion, public ~sclos re of a person's privat~ 
information, or misappropriation of a pers~·s picture or name f©r commercial gain. 

Privacy Regulations means any federal, state, local 0r foreign statute or regulation requiring Yoy to limit 
or control the collection, use of, or access to, person~ identifiable, nof!-public Information in Your 
possession or under Your control, or obligating Yau to ~orm customers of the.unauthorized access to 
or disclosure of such personally identifiable, non-puGlic4fl} Xm'ation, including t e foll0~hJQ statutes and 
regulations: 

1. The Health Insurance Portability and Accountability Act.pf 1996 (Public Law 104-191°) including Title 
II requiring protection of confidentiality and security of electronic protected health inf~matlon)' and as 
amended by the Health Information Technology for Economic and Clinical Health Act'(HITEOH), any 
rules and regulations promulgated thereunder as they currently exist and as amended, an#any 
related state medical privacy laws as they currently exist and as amended; 

2. The Gramm-Leach-Bliley Act of 1999, also known as the Financial Services Modernization Act of 
1999, including sections concerning security protection and standards for customer records 
maintained by financial services companies, and the rules and regulations promulgated thereunder as 
they currently exist and as amended; 

3. Section 5(a) of the Federal Trade Commission Act, 15 U.S.C. 45(a), but solely with respect to alleged 
unfair or deceptive acts or practices in or affecting commerce; 



JJ. 

KK. 

LL. 

MM. 

NN. 

4. Federal, state or local privacy protection regulations or laws, such as the California Database 
Protection Act of 2003 (previously called SB 1386), as they currently exist now or may be amended, 
associated with the control and Use of, or limiting unauthorized access to, personal information. 
including but not-limited tq._requirements to post privacy policies, adopt specific privacy controls, or 
inform customers of breaChes of security that has or may impact their personal information; 

5. Federal, stale or local datcioreach regulations or laws, as they currently exist now or in the future, 
imposing~ability for failure to take reasonable care to guard against unauthorized access to credit 
or debit account informatiOY,that is in Your possession or under Your control; 

6. Identity The~oo Flag~Cier,ttie Fair and Accurate Credit Transactions Act of 2003; 
r. fooeral ancf<sja~ conslimer creait reporting laws, such as the Federal Fair Credit Reporting Act 

(~C A) and the Oaliforni~ ~sumer Credit Reporting Agencies Act (CCCRAA); 
8. t e ~ildren's Ooline P~acy Protectiori Act of 1998; or 
9. P 1ttacy protection regu~ions or laW: adopted by countries outside of the United States, such as the 

EV Data Br.oYection Directive and tHe Ca.Aaaiai::i Personal Information Protection and Electronic 
Documenfs ~· as they CUf(-0J)llY e~is OW o"r. may be amended, associated with the collection, 
contror and l.Jse of, or limiting' unauthorized access to, personal information. 

Privacy wrongful act meaos any privacy breach or.; breacti o(privacy Regulations committed by You 
or by an~ person ~r e~~i~ which You are legally re,onsib~ including an independent contractor or 
outsourcing organization. 

Propertf~amage means pf\ysic-" i~1:11'9 to or deslnGi~ ot>any tangible property, including the loss 
there~. Data if not considered tan~oie property. 

Regulatory claim 111eans: 

1. any req~es~ for information, civit investigative demana or formal investigation of You by an 
administrative- or regulatory agency or similar. governmental bOcfy concerning a Privacy breach or 
possible breach 9f PrivacY, ~lations; or 

2. any administrative adjudicativEJproceeding agafnsl"Y~ by an administrative or regulatbry agency or 
similar governmental body for a breach of Priva@es atio)"S. 

Regulatory fines means fines, pepalties or sanction~arcfed for a violation of any: p_!ivapy regulation. 

Restoration Costs means the act~ reas~Je and necessarlcosts You incur to replaoe)"restore, or 
re-create Your Digital Assets to the level or co~ion at which. tb~Y. existed prior to susta!P1ng any Loss. 
If such Digital Assets cannot be replaced, restored o~r recreated, tnen RestO'r;lion Costs will be limited 
to the actual, reasonable and necessary costs You t c r to reach this determination. Restoration eosts 
do not include: 

1. 

2. 

3. 

4. 

any costs You incur to replace, restore or recreate any oj~ our Digital Asse~~vfer~ not subject 
to regular network back-up procedures at the time of ~efLoss; / , 
any costs or expenses incurred to update, upgrade, r~ce, restore or otherwise l,nprove Your 
Digital Assets to a level beyond that which existed prior to sustaining any Loss; 
any costs or expenses incurred to identify, remove or remediate computer program erw1s ori 
vulnerabilities. or costs to update, upgrade, replace, restore, maintain or otherwise improvaaoy 
Computer system; or 
the economic or market value of any Digital Assets, including trade secrets. 

00. Retroactive Date means the date specified in the Policy. 
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PP. Security breach means: 

1. 

2. 

the loss or disclosure of personal, non-public information of customers or employees in Your care, 
custody or J:"ntrol lnCf'uding such information stored on paper or on a Computer system operated 
by You or o :Your beha'\er 
Theft of da a, unauthorize~ access to or unauthorized use of personal, non-public information of 
customers or employees in Your care, custody or control, including such information stored on 
paper o ·d.n a Computer t ystem operated by You or on Your behalf; 

that results in cl- may result In the eompromise of the privacy or confidentiality of such personal. non-
13ubJic information. 

Mo~e ~ aA one security breach arisinV,~ the same or a series of continuous, repeated or related acts, 
error:s, or omissi0ns shall b~,,f_onsider~a single security breach, which shall be deemed to have first 
occurred at the time of the first slJCfi secuti breach. · 

00. Security Compromise means: 

RR. 

1. 
2 

3. 

Security wr:o.Q_gfu~act means an~act, error or omission committl:toy Yo o a person or entity for 
which You ~~ajy responsible, includin~n independenfoen~Yctor o~tsoorcing.organization. in the 
conduct of Compute systems securit~ an;J-tfie protection ofttie secliJ'itY and confidentiality of Your 
customer records o i' rmation, that results in: 

1. The inability of a third pa1?'· who is authorizeclfo ~so, to gain access to Y.our CmhP.uter systems; 
2. The failure to prevent or. t'iinder.unauthorized access~ or ~authorized l:J~of a ComP,uter system 

operated by You or on Your ~alt: t(1e failure tcl..Q.re ~~!-Physical theft of. tiardware <J: firmware You 
control. the failure to preven~ eople 1or processes sec~jailures, or the Ya~'dL8 to pr~ent false 
communications designed to tg~:~.y;e User into surrenaering;ersonal information (stfch as 
"phishing'', "pharming" or "vish1ng"), any of which results in: 

3. 

a. 

b. 
c. 
d. 

The alteration, copying, corruptioC· destruction or deletio of, or gamage to, electronic data on 
a Computer system operated by Y u.or o Your behalf; 
Unauthorized disclosure of commercial, pe SOf'\jl or private if!fo~tion; 
Theft of data (including identity theft); or ll 
Denial of service attacks against Internet sit~ o.r,Computer systems of ~thi[cf1P~y; or 

The failure to prevent transmission of malicious code fro7) a Computer system operated by You or 
on Your behalf to a third party's Computer system. • 

SS. Service Provider means any third party that is responsible for the processing, maintenance, "Pr~tectl0n or 
storage of Your Digital Assets pursuant to a written contract directly with Your Organization. Service 
Provider does not include any provider of telecommunications services, including internet access, to You. 

TI. Subsidiary means any corporation where more than 50% of the outstanding securities representing the 
present right to vote for the election of such corporation's directors are owned by the Named Insured 
directly or indirectly, if such corporation was so owned on the inception date of this Policy; or 



1. becomes so owned after the inception date of this Policy, provided the revenues of the newly 
acquired corporation do not exceed 15% of Your Organization's annual revenues as set forth in its 
most recent audited financial statement; or 

2. becomes so owned after the inception date of this Policy, provided that if the revenues of the newly 
acquired corporation exCeed 15% of Your Organization's annual revenues as set forth in its most 
recent a.pdlted financial staterent, the provisions of Section IX. G. must be fulfilled. 

UU. Theft of data 'l'eans the unauthorized taking, misuse or disclosure of information on Computer systems. 
Including but ~tJimlted to cflar,ge, ~ebit , or credit information, banking, financial and investment seNices 
accoul\ft information, propnetary j,Dtcpnation, and personal, private or confidential information. 

W . Unaut~orized access means the gaining oi access to a Computer system by an unauthorized person or 
an authorl:zed person in an U'lauthorized manner. 

WW. 

xx. 

YY. You or '(our or Yours means: 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

the entity named in the policy ("Named Insur and its subsidiaries (together "Your 
Organization"); 
Arft/ present or future directof, officer, or trustee of Your Organization, but only with respect to the 
performanc-e of his or her duties as su~on behalf Your Organization: 
Any present o Mure employee of our Organization but O!'_f"f wit ~pect to ~rk done while 
acting With]!l tfle scope of his or her em '6yment and relateo to the conduct o Your Organization's 
business; 
In the event that the Named I sured is a partnership, limited liabi»ty Qartnership, or li~ited liability 
company, then any general or managing partne , prin<~ipal, or owner thereof, but on~ Wbile acting 
within the scope of his or her ~ties as such; 
Any person who previo~ly qualifiea as You under.2. 3, or 4 above prior to the termina ion of the 
required relationship with Yo1ur Organization, but only w,·t respect to the performance o~is or her 
duties as such on behalf of Your Organization; and 
The estate, heirs, executors, aar;;inistr$>r~ assigns and' legal rep1esentatives of any ajyou in the 
event of Your death, incapacity, inso1venc o/Dankruptcy, 'Hut only to the extent that You would 
otherwise be provided coverage under. this in~rance. 
Any agent or independent contractor, incfudi~ll.Y distributor. lic~see or sub-licensee, but only 
while acting on Your behalf, at Your directfoo ana uhder Your control 
Any third party entity (including a HIPAA Coverld ~titylrequired by contract to t>e named as an 
insured under this policy, but only in respect o s ms \tiliich they become legaJl)J ob iged to pay 
(including liability for claimants' costs and expenses) as ~ e ult of a claim arisipg solely out of an act, 
error or omission committed by you , provided that: 

a) you contracted in writing to indemnify the third party for such a claim prior to it fii:&.i be~g made 
against them; and 

b) had the claim been made against you. then you would be entttled to indemnity underthis 
Policy. 

As a condition to our indemnification of any third party they shall prove to our satisfaction that the 
c laim arose solely out of an act, error or omission committed by you; and Where a third party is 
indemnified as an additional Insured as a result. it is understood and agreed that any claim made by 
that third party against you shall be treated by us as if they were a third party, not an additional 
Insured. 
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VI . LIMITS OF LIABILITY 

A. The amount indicated ir;l tb~olicy as stated within the Limits of Liability (herein the "policy aggregate 
limit") is the most We Will pay l:\he aggregate under this Policy, under all coverages combined, for: 

1. all damages, including reg\llatory fines, consumer redress funds and all claim expenses from all 
claims; 

2. all Crisis Management Go ts and Breach response costs from all security breaches; and 
3 all Losses • 

regan1'1ess ~e number o( acts, ~;rors, or omissions, persons or entities covered by this Policy, claimants, 
claims, ~osses or security breaches, or Co~ges triggered. 

8. When purchased as indicated'iQ,., the fi'o'J?; as st ted within the Limits of Liability: 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

the an)ountJ.ndicated as the ~er Cl8!.JP.1Breach St.lb-Limit of Liability applicable to Coverage A. is the 
most W will pay for all damages M'd claim e~eenses fr-epi each Claim arising out of a privacy act, 
subject to the amo~t indicated as.tfue Aggreg~~ Sub-qiii1t of Liability under Coverage A. for all 
Cl~ages and claj.m expenses fro~I s!-1.._c;n,.Clairp.s· 
the wnount indicated as~the Per Claim/Br~h S~~ 1mit of Liability applicable to Coverage 8. is the 
most We will pay forall{~fatory fines, co~mer red~ q_ds and claim expenses from each 

egulatory c laim arising ou>of a i;>rivacy act.~bjegto.tbe a.mount indicated as the Aggregate 
Suo-Lim' of Liability under Co e age 8. for all regulif~fine.u,n.~ claim expenses from all such 
Claims \'\ DJ 
the amourit in ~cated as the Per Claim/B~ach Sub.:'tSfilltg(_Qaoility appl~le t~verage C. is the 
most W · will pay for all Crisis Managem.ent Costs and Breach response costs from each 
Security bTeacH, subject to the a~q.rif indicated as the Aggreg~te Sub-Umlt'of Liability under 
Coverage C. for all €risis Management Cost/and Breach response costs from all Security 
breaches; ~ 
the amount indicated as~ Pi Claim/Breach Sjb-Lin;iit of Liability appl ica~e'to Coverage 0. is the 
most We will pay for al d<!£!Jages an~ claim ex enseUfro~each Claim ~r:Tsing out o 'security act, 
subject to the amount inC1i'cated'as ,30e Aggregate sLJt-w~mi oltiability und~Covera,{). for all 
damages and claim expen~ all such Claims, and 
the amount indicated as the PerClaim/Breach Sub-Limi of. Liabi\ity applicable to Cover99e E. is the 
most We will pay for all damages and claim~xpenses from eacli Claim arising ou1 of a multimedia 
wrongful act, subject to the amount ie..d~ed as the Aggregate Sub-U~ of LiabilitY under 
Coverage E. for all damages and clairrx,e)(penses from all such Clai;ns; and 
the amount indicated as the Sub-Umit of W~~~PRlicable to Co,ve~ge ~ most We..Wlll pay 
for all Cyber-extortion payments and Cyber~e'Xtoition expenses from each C,}tber-extortion 
threat and all Cyber-extortion threats in the aggre9are 
the amount indicated as the Sub-Limit of Liabilitfapp~at>le o Coverage G. is1.tJ.0 most We will pay 
for all Business Income Loss and from each SecurifY Compromise and all Sec~ 
Compromises in the aggregate; Restoration Costs from each Security Compromise and all 
Security Compromises in the aggregate 

such Per Claim/Breach/Cyber-extortion threat/Security Compromise Sub-Limits of Liability and ~gregate 
Sub-Limits of Liability being referred to herein as the "Sublimits of liability", each of which is part of, and not in 
addition to the, policy aggregate limit. 

C. If any claim or any single claim is covered under more than one Coverage, the highest applicable 
sublimit of liability shall be the most We shall pay as to such claim or single claim and such claim or 
single claim shall be subject to the highest applicable retention. 
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VI I. RETENTIONS 

The retention for each Cover~ is stated in the Policy. The applicable retention shall be first applied to 
damages, c laim expenses, l osses. Crisis Management Costs and Breach response costs covered by this 
Policy and You shalf make direct payqients within the retention to appropriate other parties designated by Us. 
W& shall be liable only for the amounts in excess of the retention, not to exceed the applicable Sublimit of 
liability or policy aggregate limit. 

vtltH respect to Cover~~ A. B 0 E anil. G the retention shall be satisfied by Your payments of damages and 
claim e~penses resulting frO aims.ffrsl made and reported to Us during the policy period or extended 
reporting rieriod. One ret ntion shalt pply to each single Claim or Loss under such Coverages. 

With resgect to Coverage Can~ the ret~tion shall be satisfied by Your payments of Crisis Management 
Costs a~ Breach response costs ~sul~ftr~ ~ecurity breach that occurred during the policy period 
and is reported b You to Us during ~e polic pei'foct extended reporting period. One retention shall 
apply to each sf gle security breach under uefl Coverag 

With respect to Coverage G., the applicable ~etentio~nt ~t forth in the Policy applies once the Period of 
Restoration resulting from a NetWork Disrup'tion ~xc~ed tile Waiting Period in hours set forth in the 
Policy; then the Business Income Loss applicable to the retention amount set forth in the Policy shall be 
computed as of the commencem~nt of such Network Oasruption. 

At our sole ana absolute discretion, We ma pay all or pa of ifie pplicable tention. in which case You 
agree to repay Us immediately after We notify You of the paY(Tlent. The applicable retention shall first be 
applied to any Coss covered by this policy tt'\at is paid by Us, or by You with our plior written consent. 

VIII. 

A. 

8. 

EXTENDED REPORTING PERIOD 

Basic Extended reporting period: In the event of cancellation or non-renewal ot this Policy, by You or Us, 
an Extended reporting penodof s[Xfy(60) days immediate(y following such cancellation or non-renewal 
shall be automatically granted heret'nde at no additional Piem[Hrn. Such extended ref)orting period 
shall cover claims first made and (e~oned to Us during suc~tfl5m3~day extenaed reporttn period 
but only in respect of any act, error, or omission co milted prio to the date of cancellatio o non
renewal, and subject to all other terms, conClition Pand exclusion of this Pol.fY· No claim (n such sixty 
(60) day extended reported period shall oe eovered-~nder this Policy if You'1lt"e entitled to indemnity 
under any other insurance or would have bee~ entitl~to indemnity und such insurance but for the 
exhaustion thereof. 
Optional Extended reporting period: In the event of ca cellation or non-renewal of ~is~olicy by You or 
Us, You shall have the right, upon payment in full and,.not pro~o'1ionally or otherwisejtPa.'1. of 100% of 
the annual premium shown in the Policy, to have issued afl+endorsement providing a.fwerve ( 2) month 
optional extended reporting period from the cancellation or non-renewal date. 

1. 

2. 

3. 

Such optional extended reporting period shall cover c laims made and reported to Us d~tg this 
optional extended reporting period, but only in respect of any claim arising out of any act. error, or 
omission committed prior to the date of cancellation or non-renewal, and subject to all otner terms. 
conditions, and exclusions of the Policy. 
In order for You to invoke the optional extended reporting period, the payment of additional 
premium as stated in this provision must be paid to Us within thirty (30} days of the non-renewal or 
cancellation. 
At the commencement of the optional extended reporting period, the entire premium shall be 
deemed fully earned, and in the event You terminate the optional extended reporting period for 



whatever reason prior to its natural expiration, We will not be liable to return any premium paid for the 
optional extended reporting period. 

C. Terms and conditk>ns of oasie and optional extended reporting period 

1. 

2. 

3. 

4. 

IX. TERMS AND CONDITIONS 

A. NOTICE OF CLAIM OR CIRCUMSTANCE THAT MIGHT LEAD TO A CLAIM 

2. 

3. 

4. 

5. 

a. 

b. 
c. 
d. 

The speciffc details of the act, error or orvission that might reasonably g ve rise to a claim or 
loss; 
The possible damage which may result or as resulted from the;ct, error or omission; 
The facts by whicfl You tjst b came awar%of \Ilg ~ct, error, omission or loss; and 
Any Computer system securi!Y, and event lags ~icn provide eviderice of the act, error or 
omission. 

Any subsequent claim made against You.fising out of sucn act, error or omission OJ loss which 1s 
the subject of the written notice will be dee~ to have been ll)ade at the time written notice 
complying with the above requiremenfs was firslgiven to Us. 

A claim or loss shall be considered to be eportJ t Us when notfoeJs first given to Us through 
persons named in the Policy or when notice ot { Wf~I Act which mighS reaso.rably give rise to a 
claim is first provided in compliance with IX.A.2 aD6 e. 
If You report any c laim, loss or request any payment unoe this Policy knowing such claim, loss or 
request to be false or fraudulent, as regards amounts O(.gtherwise, this Policy shall become null and 
void and all coverage hereunder shall be forfeited. 
Whenever coverage under this Policy would be lost because of non-compliance of Section IX.A.1. 
relating to the giving of notice of claim or loss to Us with respect to which any other of You shall be 
in default solely because of the failure to give such notice or concealment of such failure bY one or 
more You responsible for the loss or damage otherwise insured hereunder, then We agree that such 
insurance as would otherwise be afforded under this Policy shall cover and be paid with respect to 
those of You who did not personally commit or personally participate in committing or personally 
acquiesce in such failure to give notice, provided that those of You entitled to the benefit of this 
provision under Section IX.A.1. have complied with such condition promptly after obtaining 
knowledge of the failure of any others of You to comply therewith, and any such claim or loss was 
reported during the policy period or extended reporting period, if applicable. 



However, such insurance as afforded by this provision shall not cover a c laim or loss against Your 
Organization if a current principal, partner, director, or officer failed to give notice as required by 
Section IX.A.1. for a.claim or loss against Your Organization arising from acts. errors. or omissions 
that Were kflpwn to a:c rrent principal, partner. director, or officer. 

B: ASSISTANCE AND COOPERATION 

1. 

2. 

3. 

4. 

5. 

You shall cooperate with a.is in all investigations. You shall execute or cause to be executed all 
papers and~rfder all a:>sistance as requested by Us. Part of this assistance may require You to 
provide soft copies at our sys;em security and event logs. 
tlpon Our reql!est. You ~<ii assist in making settlements, in the conduct of suits and in enforcing 
afy"(ight of con\tibution or indemnity,~gainst any person or organization who may be liable to You 
b~abse of acts, errors, or omissJ).r~ith respect to which insurance is afforded under this Policy; 
ar:ia You ~ail attend He ·ngs a(la (rials a14d assist in securing and giving evidence and obtaining the 
attend~ce of witnesses. ? 
You snal~not admit liability, l'li'ake anjtpaymenti~ssume any obligation, incur any expense, enter into 
any settleQlent. stipulate to any judgrent or a",£.@ or diipose of any claim w ithout Our written 
consent, Unless othe~ise provide~11nder Sectibn II. 
As soon as prac~~l~fter You give Us~ of (!ny GJaim, circumstance, Loss, or security 
breach, You must also gi~e Us copies of report 1;notographs, investigations, pleadings and all 
other papers in con11ecton therewith, includi~ allowing Os>te ~uestion You under oath at such 
times"'as may be reasonablypq.uired regardin~);our Organization's books, records, and any other 
111atters relating to such securjty oreach or c1i(m 
(r;tt:i~v)r,t °4a security breach or loss. You mus ke all; easonabie steps to l(rotect Computer 
systemS~Qd aersonally identifiable non-public information frpPh furt('ler, acy:ess, disclosure, IOSS or 
damage. 

C. DUTIES IN THE EVENT OF A LOSS (applicable to Coverage G on r) 

You must see that the followimg arJ'done if You send US a Loss Notificatio1l: 

1. 

2. 
3. 
4. 

5. 

6. 

7. 
8. 

9. 

At our request, notify t~e poli9' FBI, CERT or otf\eF app'>'abl&law enforcel'(lent auth0rijy, central 
reporting or investigative org~nizatio that We may Clesigyite, if it appears that a law may havl been 
broken; 
Immediately take all reasonable steps '1d flleasures necessary to limit or mitigate the Loss; 
Send Us copies of every demand, notice, ~mons, or any other applicable information You receive; 
If requested, permit Us to question You unaer o~h at such times ary plaees as may be reasonably 
required about matters relating to this lnsuranc~pcluding Your ~fS an9 records; 
Send Us a sworn statement of Loss conta~~!'3,)tfle information We reques to resolve, settle or 
otherwise handle the Loss. We will provide You wA~~necessary forms; 
Cooperate with Us and counsel We may app0int m1ne investigation of any Loss oovered by this 
Policy; 
Assist Us and counsel We may appoint in the investigatiorl or settlement of Losses; 
Assist Us in protecting and enforcing any right of subrogation, contribution or indem~aJainst any 
person, organization or other entity that may be liable to You, including attending depositions, 
hearings and trials; and 
Otherwise assist in securing and giving documentation and evidence, and obtaining the attendance 
of witnesses. 

D. SUBROGATION 

In the event of any payment under this Policy, You agree to give Us the right to any subrogation and 
recovery to the extent of our payments. You agree to execute all papers required and will do everything 
that is reasonably necessary to secure these rights to enable Us to bring suit in Your name. You agree to 



E. 

fully cooperate In our prosecution of that suit. You agree not to take any action that could impair our right 
of subrogation without our written consent whether or not You have incurred any un-reimbursed Loss. 
Any recoveries shall be a~ed first to subrogation expenses, second to damages and claim expenses 
paid by Us, and thfrd \O""the "Re:tention. Any additional amounts recovered shall be paid to You. 

We may cho~ to perform inSR!!Ctions or surveys of Your operations, conduct interviews and review 
documents as part o{ our u · erwriting, our decision whether to provide continued or modified coverage, 
o our processing of any LOSS. If ~make recommendations as a result of these inspections, You should 
no assume that every,'Possible recommendation has been made or that Your implementation of a 
~eco~cn~datlon will prevent l!oss. We d~ not indicate by making an inspection or by providing You 
wit a report that You are complying w'th.or violating any laws, regulations, codes or standards. 

F. OTHERINSURANCE 

This insuranC\shbll apply in excess of any other valii;f and collectible insurance available to You, including 
any retention ordeductibl~portion ther~f. unless s~ch other insurance is written only as specific excess 
insurance over the Limit of Liability of this Polley. 

G. ACTION AGAINST US 

No action sh~ lie against Us or. 0ur representative unless, as a conditt0n precedent thereto: (1) there 
shall oo5fe be_r full compliance with all terms of this insurance; and (~ until IQ.a amount of Your obligation 
to pa'f shaJl'.tiave b~en finally determined eith'i[ by judg~~1 or award against '(ou after trial, regulatory 
proceeding, ar'Bitration or by written agr~em between YOu, th'e claimant. an~Us. 

Any person or or~izati~ or the legal representat~ thereof who t}M:secured such judgment, award, or 
written agreement shall lnereafter be entitled to mj.l<e a claim underJfl°s Policy fo t e exte t of the 
insurance afforded by his Policy N~ person or organ~o shall have tt1' .P9nt under tfils olicy to join 
Us as a party to an action or ot e~:oceeding again~t'(ou o determine Your baollity, nor Shall We be 
impleaded by You or Your legal r"eSen ftive. 

Your bankruptcy or insolvency shall not relieve Us of our obligations hereunder. 

H. ENTIRE AGREEMENT 

By acceptance of the policy, You agree that this Pollcy.\embodies all ag~,;nents between You and Us 
relating to this insurance. Notice to any agent Of. kn~iedge possessed ~any agent or by any q!her 
person shall not effect a waiver or a change in any RB.rt otlhis Policy o stop Us iTO asserting any right 
under the terms of this Policy; nor shall the terms of thi~. Policy be waived or changed ex~pt by 
endorsement issued to form a part of this Policy signed oy Us. 

I. NEW SUBSIDIARIES/CHANGES IN NAMED INSURED OR OUR ORGANIZATION 

1. During the policy period, if You acquire another corporation whose annual revenues are- rT)Ore than 
fifteen percent (15%) of Your Organization's annual revenues as set forth in Its most recent-audited 
financial statements there shall be no coverage under this Policy for acts, errors, or omissions 
committed or allegedly committed by the newly acquired subsidiary unless You give Us written 
notice of the acquisition containing full details thereof, and We have agreed to add coverage for the 
newly acquired subsidiary upon such terms, conditions, and limitations of coverage and such 
additional premium as We, in Our sole discretion, may require. 

2. During the policy period, if the Named Insured consolidates or merges with or is acquired by 
another entity, or sells substantially all of its assets to another entity, or a receiver, conseNator, 
trustee, liquidator, or rehabilitator, or any similar official is appointed for or with respect to the Named 
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Insured, then all coverage under this Policy shall continue to the expiration of the policy period but 
only for losses, acts. errors, or omissions that occurred prior to the date of such consolidation, 
merger or appoiptment. 

3. Should a cor1JQ_ration c~e to be a subsidiary after the inception date of this policy, coverage with 
respect to such corporati~ shall continue as if it was still a subsidiary until the expiration date of this 
policy, but only with respect to a claim that arises out of any act, error, or omission committed such 
corporaliQn prior to the dafe that it ceased to be a subsidiary. 

4. All notices and premium ~ments made under this paragraph shall be directed to Us through the 
entity na~ in ![1e Policy 

J. ASSIGNMENT 

Your 1 te~st under this Po!ICf"may not be assigned to any other person or organization, whether by 
operation of la~or otherwis~~hout.9ur w~e11.consent. If You shall die or be adjudged incompetent. 
such insura~ce'S all cover Your: 1WQal re~tattve as You as would be covered under this Policy. 

K. CANCELLATIO 

This PoUcy may be cancelled· 

a) 

b) 

L. WORDS AND TITLES OF PARA~APHS • 
The titles of paragraphs, section, pr@s1ons, or endorsements owr to,t~ Policy }re intended" olely for 
convenience and reference, and are not deej:Ped in any way to limit o(.~pand the provision to which 
they relate and are not part of the Policy. When9Vefthe singular fotJll of a word is Used iferein, the same 
shall include the plural when required by contexr. 

M. NAMED INSURED AUTHORIZATION 

The Named Insured first specified in the Policy has the igl'lt fl.P.tj duty to act on Your behalf for: 

1. The giving and receiving of notice of cancellation; 
2. The payment of premiums, including additional premiums, 
3. The receiving of any return premiums; 
4. The acceptance of any endorsements added after the effective date of coverage; 
5. The payment of any retentions; 
6. The receiving of any loss payments; and 
7. Otherwise corresponding with Us. 

N. WARRANTY BY YOU 

By acceptance of this Policy, You agree that the statements contained in the Application, or any 
Application for coverage of which this Policy is a renewal, and any supplemental materials submitted 
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therewith, are Your agreements and representations, that they shall be deemed material to the risk 
assumed by Us, and that this Policy is issued in reliance upon the truth thereof. 

The misrepresentation of non-disclosure of any matter by You in the Application, or any Application for 
coverage of wt1iCtJ this PolicY'is renewal, or any supplemental materials submitted therewith will render 
the Policy null mfcl void and relieve Us from all liability under the Policy. 

T)ie Application and any Application for coverage of which this Policy is a renewal, and any 
supplemental' materials subm1tfed therewith, are deemed incorporated into and made a part of this Policy. 

0. SERVICE OF SUIT CLAUSE (U.S.A.) 

1. 

2. 

3. 

It. Ii agreed that in the event of our failure to pay any amount claimed to be due under this Policy, at 
~ur request We will su~mit to the·jU'risdiction of a court of competent jurisdiction within the United 
States. Nothing in this clause co stitutes or sh~ld be understood to constitute a waiver of our rights 
to coqime1ce a.n action in ao cou~ o ompe ent jurisdiction in the United States, to remove an 
action IQ a l:Jnited States District CQ!Jrt, or see a transfer of a case to another court as permitted by 
the laws ot. the United States or an/state in the United tates. It is further agreed that service of 
P.rocess in such suit may be made li~n our representat~e. designated in the Policy, and that in any 
surt instituted against ~Y one of Us upon thfs cqp~t; We will abide by the final decision of such 
court or of any appel~fe cou~. in the event of an appeal. 
Our representative designated iQ the Policy is_;aothorized and direfi!ed to accept service of process 
on our ehalf in any such.suit and/or upon Your reqfest ta ~ea Written undertaking to You that 
the~ will enter a general appearance upon our behc\l~._n the evellt s~ch a suit shall be instituted. 
Pursuant to any statute of any state, territory, or d istrict -0LtMe nited States which;nakes provision 
therefor(!, We hereby designate the Superintendent, Comn}issioner, o Director otlnsurance or other 
officer specified for t3at purpose in the statute, or his successor in office, as our true and lawful 
attorney upon'WhO!JI may be served any lawfyj process in any a t1on, su~or proceeding instituted 
by or on behalf of You or any beneficiary herw.er arising out th}. ~91Tcy a ~Y designate 
our representative listed ip the P.olicy as the person f horn the saiCf <5"ffi authonzed to mail 
such process or a true copy tflereoj. 

P. CHOICE OF LAW 

Any disputes involving this Policy shall be resolved applying tne law des1gnated in the Policy. 

Q. DISPUTE RESOLUTION 

We and You agree to attempt in good faith to resolve any;dispute arisjng out of or. relating to thi& Policy 
promptly by negotiation in accordance with the following schedule: 

1. If the dispute has not been resolved by negotiation within thirty (30) days of the disputing party's 
notice, either party may demand that the dispute be submitted for non-binding resolution by mini
trial. 

2. The parties shall have ten (10) business days to agree on a mini-trial neutral. 
3. If the parties are unable to agree on a mini-trial neutral, no more than three (3) business days after the 

expiration of the ten (10) day period set forth in subpart 2. above, each party shall subQJ,it t0>tfie other 
party the name of a single proposed mini-trial neutral who is available and able to comply with the 
requirements set forth herein. 

4. If the parties are unable to agree after such disclosure, the mini-trial neutral will be determined as 
follows: Your proposed mini-trial neutral will be selected if the first digit to the left of the decimal point 
of the Dow Jones Industrial Average's closing number two (2) business days after the expiration of 
the period set forth in 3. above is an even number. Our proposed mini-trial neutral will be selected if 
that digit is an odd number. 
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5. The parties must submit confidential briefs no longer than twenty-five (25) double-spaced pages, 
along with no more than five exhibits, to the mini-trial neutral within twenty (20) business days of the 
selection of the neutral. 

6. The meeting with the.mini-trial neutral must take place within fourteen (14) business days of the 
submission ofthe briefs se forth in 5. above. 
The minj-~I neutral shall submit a written decision to the parties within ten (10) business days of the 
meeting set forth in 6. above. 

No person or organizat~will have any right under this policy to join Us as a party to any action 
against You to determine Your iability. 
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SHORT RATE CANCELLATION TABLE ENDORSEMENT 
NMA 45 (Amended) 

Notwithstanding anything to the contrary contained herein and in consideration of the premium for which this 
Insurance is written it is agreed that ih the event of cancellation thereof by the Insured the Earned Premium shall 
be computed as follows:-

A. For insurances w1tten for one year:· 

• 
1 . 73 

74 • 76 31 
77 -80 32 
81 - 83 ................................. 33 
84-87 -34 
88 • 9~ SS 
92-94 36 
95-9 '37 

99- 102 38 
103. 105 39 
106- 109 40 
110 • 113 41 
114 . 116 42 
117 . 120 43 
121 . 124 
125. 127 
128- 131 .......................... .. ...... 
132 . 135 . ................................ 
136 . 136 . ................ ................ 
139 . 142 . ............................. ... 
143 . 146 ......... .. .. ................. .. . 
147. 149 ································· 
150 . 153 .... (5 months) .... .. 
154 . 156 . ............ ............. ....... 
157 160 ................................. 54 
161 . 164 ··· ··· ···•·············· ·· ······· 55 
165 . 167 ..... ..... .. ..................... 56 
168· 171 .......................... ....... 57 
172 . 175 ............................. .... 58 
176. 178 ........................... ...... 59 
179 - 182 ...... (6months) 60 
183- 187 ........................... ...... 61 
188· 191 .............. .. .. ........ ....... 62 

192 . 196 ........................ .. ....... 63 
197 • 200 .......... .. .......... ... ......... 64 
201 · 205 ................................. 65 

Days Insurance 
in Force 

361. 365 

...... (7 months) ..... . 

. .. ... (12 months) ..... 

Per cent. 
of One 
Year 

Premium 

66 
67 
68 
69 
70 
71 
72 
73 
74 
75 
76 

B. For Insurances written for more or less than one year:-

1 . If insurance has been in force for 12 months or less, apply the standard short rate table for annual 
insurances to the full annual premium determined as for an insurance written for a term of one year. 

2. If insurance has been in force for more than 12 months: 

(a) Determine full annual premium as for an insurance written for a term of one year. 
(b) Deduct such premium from the full insurance premium, and on the remainder calculate the pro 

rata Earned Premium on the basis of the ratio of the length of time beyond one year the 
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insurance has been in force to the length of time beyond one year for which the insurance was 
originally written. 

(c) Add premium produced in accordance with items (a) and (b) to obtain Earned Premium during full 
period insurance has been in force. 

Furthermore and notwithstanding the foregoing, Underwriters shall retain the total premium for this Insurance, 
such total premium to be deemed earned upon inception of the Policy if any claim or any circumstance that 
could reasonably be the basis Qt.a claim is reported to Underwriters under this Insurance on or before such 
date of cancellation. 
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NUCLEAR INCIDENT EXCLUSION CLAUSE (BROAD) 
NMA 1256 

For attachment to insurances of the following classifications in the U.S.A., its Territories and Possessions, 
Puerto Rico and the Canal Zone:-

Owners, Landlords and Tenants Liability, Contractual Liability, Elevator Liability, Owners or Contractors 
(incluging _railroad) Protective Liability, MaQufacturers and Contractors Liability, Product Liability, Professional 
and Malpractice liability, Storekeepers Ua~lity, Garage liability, Automobile liability (including Massachusetts 
Motor Veh'cle or Garage ·ability.not ~insurances of the classifications to which the Nuclear Incident 
Exclusion C use-Liabili~·Oirec llirni Eld) app'5. 

does not apply:-

I. Under any Liability Coverage, to inJll 

(a) with respect to wtitch an insured under t!le policy is al o ~ insu ed under a nuclear energy liability 
polic~ issued by Nuclear Energy Liabili~lnsuranca l\Ssoc1a . Mutual Atomic Energy Liability 
U~erwnters or Nucleo/ nsurance Associa on @ anada would be an insured under any such 
folicy butfor its termination upo~xhaustion of its lim liabilttY;.or 

(b) resulting fr9!!l the hazardous e_:oP,e'rties of nuclear ~atarial and with respect to which (1) any person or 
organi~tron IS required to ma1ntai11)inancial protection pursuan t the Atomic Energy Act of 1954, or 
any ta'V1.'amenaalo!Y thereof, or (2 the insured is, or had ihis polic ~t'beeq issifed would be, entitled 
to indemnity ffOQJ the United States of Ameri~ or any agency ~f, un~~Y agr~ent entered 
into by the United states of America, or any agency thereof, ~ any Pef'SOn or organization. 

II. Under any Medical Payments Coverage or under any Supplementary PaY!llents P.rovifion relating to 
immediate medical or surgical relief, fo expenses incu~d with respect to bodily injuryrsickness, disease or 
death resulting from the hazardous properties of nuclear material and arising out of tha,operation of a 
nuclear facility by any person or organ1_?ation. 

Ill. Under any Liability Coverage, to injury, sickness, disease. death or destruc ion resulting from the hazardous 
properties of nuclear material, if 

(a) the nuclear material (1) is at any nuclear f~llity qwted by, or opera tea by or on behalf of, an insured or 
(2) has been discharged or dispersed therefrom; 

(b) the nuclear material is contained in spent fuel orwaste at'any time possessed, handl d, used, 
processed, stored, transported or disposed of by or on ~ehalf of an insured; or 

(c) the injury, sickness, disease. death or destruction arises out at the furnishing by an insured of 
services, materials, parts or equipment in connection with me _9lanning, construction, main enance, 
operation or use of any nuclear facility, but if such facility is located within the United States of 
America, its territories or possessions or Canada, this exclusion (c) applies only to injury to on. 
destruction of property at such nuclear facility. 

IV. As used in this endorsement: 

•hazardous properties· include radioactive, toxic or explosive properties; ' nuclear material ' means 
source material, special nuclear material or byproduct material; •source material", "special nuclear 
material' , and "byproduct material" have the meanings given them in the Atomic Energy Act 1954 or in 
any law amendatory thereof; ' spent fuel' means any fuel element or fuel component, solid or liquid, 'Nhich 
has been used or exposed to radiation in a nuclear reactor; •waste" means any waste material (1) 
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containing byproduct material and (2) resulting from the operation by any person or organization of any 
nuclear facility included within the definition of nuclear facility under paragraph (a) or (b) thereof; ' nuclear 
facility' means 

(a) any nuclear reactor, 

(b) any equipment or device designed or used for (1) separating the isotopes of uranium or plutonium, (2) 
processing or utilizing s~Nuel , or (3) handling, processing or packaging waste, 

(_c) any equipment o/ device used f~t the processing, fabricating or alloying of special nuclear material if at 
any time the total amount of sucrnmaterial in the custody of the insured at the premises where such 
equipment o qevice is located consists of or contains more than 25 grams of plutonium or uranium 
233 or any combina ·on thereOf or more than 250 grams of uranium 235, 

(d) ~y structure, basin, excavation p~mises or place prepared or used for the storage or disposal of 
waste, 

and ind.ides the site qD which of the for~ing is located, all operations conducted on such site and all 
premises l'.lsed for such operatio ·nuc ear reactor" ~eans any apparatus designed or used to sustain 
nuclear fission in a self:supporting chalif ,.,reactiOI\ or f'o ~ain a critical mass of fissionable material. With 
respect to injurfto or destruction of property. the word "fnfiJry' or "destruction• includes all forms of 
radioactive contam~tlon of property. 

It is underst,90d and agreed thai, excep,t as specificai°& pro~ irl ~e foregoing to the contrary, this clause is 
subject to the terms, exclusion?.' conditions and limitations of toe l?olicy to which it is attached. 
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RADIOACTIVE CONTAMINATION EXCLUSION CLAUSE 
NMA 1477 

For attachment (in addition to the appropriate Nuclear Incident Exclusion Clause- Liability-Direct) to liability 
insurances affording world"'!,ide coverage. 

In relation to liability arising outside the U.SA. its Territories or Possessions, Puerto Rico or the Canal Zone, this 
Policy does not cover ~ liability of whatsoever nature directly or indirectly caused by or contributed to by or 
aQs:tng from ionising raCiations or contarnfnation by radioactivity from any nuclear fuel or from any nuclear waste 
from the combustion of nlJcl9a\ fuel. 
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SEVERAL LIABILITY NOTICE 
LSW 1001 (Insurance) 08/94 

The subscribing insurers' obligations under contracts of insurance to which they subscribe are several and not 
joint and are limited solely to the ~t of their individual subscriptions. The subscribing insurers are not 
responsible for the subscrippon of anY"-co-subscribing insurer who for any reason does not satisfy all or part of 
its o'b !gations. 
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PREMIUM PAYMENT CLAUSE 

Notwithstanding any provision to the contrary within this contract or any endorsement hereto, 
in respect of non payment of premium only the following clause will apply. 

The (Re)lnsured undertakes that premium will be paid in full to (Re)lnsurers within sixty (60) 
days of inception of this contract (or, in respect of instalment premiums, when due). 

If the premium due under this contract has not been so paid to (Re)lnsurers by the sixtieth 
(60th) day from the inception of this contract (and, in respect of instalment premiums, by the 
date they are due) (Re)lnsurers shall have the right to cancel this contract by notifying the 
(Re)lnsured via the broker in ~ing. In the event of cancellation, premium is due to 
(Re)lnsurecs on a pro rata basis for the period that (Re)lnsurers are on risk but the full 
contract wemium shall 5e pa~ble to (Re)fnsurers in the event of a loss or occurrence prior to 
the date of termination which gives rise to a valid claim under this contract. 

It is agreed that (Re)lnsurers shall give not less than ten (10) days prior notice of cancellation 
to the (Re)lnsured via the broker. If premium due is paid in full to (Re)lnsurers before the 
notice period expires, notice of cancellation shall automatically be revoked. If not, the contract 
shall automatically termina(e at the end of the notice period. 

If any provision of this clause is found by any court or administrative body of competent 
jurisdiction to be invalid or unenforceable, such invalidity or unenforceability will not affect the 
other provisions of this clause which will remain in full force and effect. 

LSW3001 

September 2008 
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Sanction Limitation and Exclusion Clause 
LMA3100, 15 September 201 O 

No (re)insurer shall be deemed to provide cover and no (re)insurer shall be liable to pay any claim or provide any 
benefit hereunder to the extent the ~ovision of such cover, payment of such claim or provision of such 
benefit would expose that (re~nsurer to an~ sanction, prohibition or restriction under United Nations resolutions 
or tha trade or economic slrictions, laws o regulations of the European Union, United Kingdom or United 
States of America. 
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